CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap — Tu do — Hanh phuc

THU MOI BAO GIA

Kinh guri: Quy Cong Ty Tham Gia Chao Du Toan

Hién nay, PVPower NT2 dang x4y dung du toan cong tac Mua sim, trang bi thiét
bi an ninh mang, ph?ln mém va dich vu cdu hinh c4c thiét bi an ninh mang bdo dam an
toan thong tin theo cép d6 cho hé théng IT cta PVPower NT2 v4i Pham vi cong viéc
chi tiét nhu Phu luc 1 dinh kém.

PVPower NT2 kinh m&i Quy Cong ty ¢6 nang luc, kinh nghiém lién quan dén
nha may khéao sat, danh gia hién trang hé théng mang va bo gia cung cip hang hda,
dich vu trién khai bao dam an toan thong tin theo cdp do cho hé théng IT ciia PVPower
NT2 theo thong tin sau:

Hinh thirc bdo gia: giri truc tiép, giri qua dudng buu dién hodc bang fax/E-mail;

Théng tin tiép nhén bao gia: Cong ty C6 phin Dién luc Dau khi Nhon Trach 2
Ap 3, xi Pai Phudc, thanh phd Pdng Nai; Dién thoai: 0251 2225899; Fax:
0251 2225897; Email: vanthu@pvnt2.com.vn;

Thoi han tiép nhén bio gid: trude 15h00 ngay 13/10/2026;

Théng tin lién hé phdi hop khao sat: Ong Nguyén Xuan Truong, dién thoai:
0975 539 064.

Tréan trong.

Tp. Péng Nai, ngay 13 thang 11 ndm 2026
PVPOWERNT2 ~ ¥
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Thiét bi twong lir

a - Firewall

Firewall
FortiGate
FG-201G

1.

Niing luc thiét bi

Théng lugng Firewall: T5i thidu 26 Gbps

Théng lugng IPS: Téi thiéu 8 Gbps

Théng luong Threat Protection: Téi thidu 6 Gbps

S lugng phién két ndi ddng thoi: Téi thidu 10,000,000
Sé lrong Remote Accegs hd trg: tigh hgp san hoac da bao
gom trong ban quyén thiét bi: Toi thieu 15,000

Cbng két ndi - THi thiéu:

+ 8cbng GERJ45

+ 8cbng 5GE RJ45

8 céng 10GE SFP+

4 cbng GE SFP

1 cdng Console

1 céng USB

Kha nang luu trir: TSi thiéu 480GB SSD

Ngudn: C6 san hai ngudn véi kha nang chay du phong
Cic tinh niing hd trg:

+ o+ + 4+

Yeéu cau kién tric phan cing:
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+ C6 kién trac phan cimg vdi chip xir ly song song hodc da
nhén, dam bao hi€u ning cao d€é phuc vy dong thoi SD-
WAN va Firewall

+ Co6 kién tric SD-WAN két hgp Security (Firewall tich hop
SD-WAN), ho tro co ché quén ly tap trung tir ndi bd hodc
dam may.

Céc tinh ndng SD-WAN:

+ HB3 trg tinh nang phan ludng két néi theo tmg dung

+ SLA Health Check theo cic thong sé Latency, Jitter va
Packet Loss

+ Hb trg Auto Discovery VPN (ADVPN): Ty dong thiét lap
Tunnel két ndi (goi la dudng tat - shortcuts) giira cac
Spoke trong kién tric Hub va Spoke.

Cac tinh nang bao mat IPS: Hb tro IPS signatures.

Céc tinh nang Anti-Malware/Anti-Virus: Loc virus thong qua

cac giao thirc va dang file sau:

+ HO trg HTTP, FTP, IMAP, POP3, SMTP;

+ Quét dir liéu ma hoa vai SSL Inspection.

H3 trg Al va Sandbox dé phat hién cidc advance

Virus/Malware.

Céc tinh nang Web Filter: Co ché loc web ty dong vdi co s&

dir liéu phan loai‘ web theo thoi gian thuc: URLs dugc danh

gia vao cac chu dé (categories) web khac nhau.

Céc tinh nang kiém soéat img dung (Application Control): Hb

tro nhan dién (mg dung theo cac chli dé (categories) khac

nhau.
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- Tinh sin sang:
+ Active-Active, Active-Passive, Clustering
+ HBO tro chia tai cac Firewall dugc 40 hoa giita cac thiét bj
trong Cluster/HA.
Thiét bi chuyén mach trung tim — Core Switch
1. Chu hinh phin cirng:
- 48 cdng MultiGigabit hd trg téc dd 100M/1G/2.5G/5G/10G;
- Modular Uplink v&i 8 céng hd tro téc dd 10G/25G;
- 02 bo ngudn 715W AC, hoat dong dy phong 1+1;
- 2 Multimode + 1 Singlemode transceiver.
2. Niing lyc:
- Ning lyc chuyén mach: tdi thiéu 1,700 Gbps;
- Ning luc chuyén mach khi stack: t8i thiéu 2,700 Gbps;
Core Switch | Niano Juc chuyén tiép: téi thidu 1,300Mpps:
2 C9300X- 5 1k ) e Bo 02
48TX-A - Naing lyc chuyén ti€p khi stack: toi thieu 2,200Mpps;
- S6 dia chi MAC: t6i thieu 32,000,
-S4 duodng dinh tuyén IPv4: ti thiéu 39,000;
- S6 ACL: t6i thiéu 8,000;
- S5 FNF: tdi thiéu 128,000 flow;
- DRAM: 16GB;
- Flash: 16GB;
- Jumbo frame: 9198 bytes.
3. Tinh ning HA & Routing:
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- HO trg stack t6i thiéu 08 switch;
- Bing thong stack 1Tbps;
- HO tro stack ngudn tdi thidu 04 switch,
- Layer 2/ Layer 3 Switching;
- Full L3 Routing: OSPF, BGP, IS-IS;
- Flexible network segmentation: VXLAN, SGT;
- LACP /Multi-Chassis EtherChannel.
4. Bao mat & Quan ly:
- Full Flexible NetFlow;
- ACL IPv4/IPv6;
- 802.1X;
- 256-bit MACsec encryption;
- DHCP Snooping, Dynamic ARP Inspection, IP Source Guard,
- QoS;
- NetFlow, SNMP, Syslog, Streaming Telemetry.
- ThousandEyes - Enterprise Agents
5. Service va Subscription:
- Dich vu bao hanh va hd trg k¥ thuét chinh hang, thdi han 3
ndm.
- Thué bao DNA Advantage, thoi han 3 nam.
Thiét bj chuyén mach nhanh — Access Switch
Access 1. CAu hinh phan cimg:
3 Switch - 5 igabit RJ-45: BO 02
48 cong Gigabit RJ-45;
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C9300L- 4 cbng 1G/10G fixed uplink
48T-4X-E

02 b6 nguén 125W AC, hoat dong dy phong 1+1;

. Nang lye:

Niang Iuc chuyén mach: téi thiéu 170 Gbps;

Nang Iyc chuyén mach khi stack: t6i thiu 250 Gbps;
Ning lyc chuyén tiép: tdi thiéu 130Mpps;

Nang luc chuyén tiép khi stack: t6i thiéu 190Mpps;
S6 dia chi MAC: tbi thidu 16,000,

S6 dudng dinh tuyén IPv4: tbi thiéu 11,000;

S8 ACL: tdi thiéu 1,500;

S8 FNF: i thiéu 16,000 flow;

DRAM: 2GB;

Flash: 4GB;

Jumbo frame: 9198 bytes

. Tinh ning HA & Routing:

HA trg stack tdi thiéu 08 switch;
Bang thong stack 80Gbps;
Layer 2 / Layer 3 Switching;

L3 Routed access: RIP, EIGRP Stub, OSPF (1000 routes);

LACP / Multi-Chassis EtherChannel.

. Bao mat & Quan ly:

Full Flexible NetFlow;
ACL IPv4/IPvé;
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802.1X;

128-bit MACsec encryption;

DHCP Snooping, Dynamic ARP Inspection, IP Source Guard;
QoS;

NetFlow, SNMP, Syslog, Streaming Telemetry.

Service va Subscription:

Dich vu bao hanh va hd trg k§ thuat chinh hang, thdi han 3
nam.

Thué bao DNA Essentials, thdi han 3 nam.

Thié

t bi sao lvu Backup dit liéu

NAS
Backup
Synology
DS1823xs+

1. Chu hinh phén cing:

Synology DS1823xs+ x 1;

08 x HDD Enterprise/NAS 16TB;

RAID 6, du phong 15i ddng thoi 02 HDD;

02 x NVMe SSD 800GB, RAID 1 lam SSD Cache;
RAM 16GB;

Két ndi mang 10GbE;

2. Tinh ning Backup & Bido mit:

Active Backup for Business;

Backup Windows/Linux Server;

Backup VMware/Hyper-V;

Backup File Server, PC/Mac va Synology NAS;
Incremental Backup / Changed Block Tracking;

01
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- Bare-metal Restore;
- File/Folder Restore;
- Instant Restore;
- Deduplication;
- Multi-version Backup & Retention Policy;
- Btrfs Snapshot;
- Mai hoa dir li€u backup;
- Quan ly, giam sat va canh bao tap trung;
- Sao chép backup Offsite/Cloud.
Phu kién trién khai hé thong
Phu kién
tr(_)rr\nl;(; (day Phuy kiénlkétlnéi: Trang bj day du module quang, ddy nhay quang
5 mod ugl,e va céap két ndi tuwong thich theo so do trien khai thyc t€; dam bao | Géi 1
. tinh dy phong cho 02 Firewall va 02 Core switch.
quang, jack
ngudn,...)
II. Mua sim phin mém
s | NSxxube| B8N | g ko
Y r A ‘ r h
Stt | Hang hoa Thong so bvVT lrong xir (N}{a (Nha thau | (CO,CO)
thdu chao) X
chao)

Ban quyén dich vu bao mat cho Firewall

floa . .. By
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3 Year
FortiCare
Premium

and
FortiGuard

Unified

Threat
Protection

(UTP)

FortiCare Premium and FortiGuard Unified Threat
Protection (UTP):

Cap nhat va dich vy bdo mat nang cao: IPS, Advanced
Malware Protection, Application Control, Web Filter,
Antispam thoi han 3 nim.

H3 trg k§ thuat va quyén cap nhat FortiOS theo géi dich
vy

02 géi license cho 02 thiét bj FG-201G, th&i han 03 nam.
Dich vu bao hanh phén cimg va hd trg k§ thuat ddp tng
SLA 24x7, thoi han 03 ndm.

Goi

B. Phin dich vu
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DICH VU TRIEN KHAI CAI TAO VA NANG CAP FIREWALL, CORE SWITCH VA HE
THONG MANG

- Trién khai khao sat, danh gla hién trang hé théng mang va an toan thong tin; thiét ké kién troc mang,

phuong an két ndi, phuorng an du phong va phwong an bao mat tong thé,

- Trién khai cai dat, cAu hinh va dwa vao van hanh hé thdng 02 Firewall chay HA, 02 Core Switch chay

HA, 02 Access Switch

- Chu hinh 02 Firewall chay HA Active- Passive, bao gom ddng bd cAu hinh, trang thai, phién lam viéc
(Session), cau hinh dudng Heartbeat dur phong va kiém tra co ché ty dong chuyén ddi khi xay ra sy cb
(Failover).

- Chu hinh cac tinh ning bao mat trén Firewall, bao gém: NGFW, IPS/IDS, Antivirus/Anti-malware,

Goi 1
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Application Control, Web Filtering, SSL/SSH Inspection, Anti-Botnet, DNS Security, IP Reputation,
DoS/DDoS Protection, VPN va Threat Intelligence.
Thiét ké va cAu hinh phan ving mang VLAN/Zone theo timg muc dich sir dung, bao gdbm: VLAN
Quan tri (Management), VLAN Nguoi dung, VLAN Server, VLAN DMZ, VLAN Wi-Fi néi bg,
VLAN Wi-Fi Khach va cac VLAN nghi¢p vu khac.

Cau hinh VLAN quan trj riéng biét cho Firewall, Core Switch, Access Switch, Wi-Fi va cac thiét bj ha
tAng; kiém soat quyén truy cép quan trj theo IP, User, VLAN va chinh sich bao mit.

Céu hinh_chinh sach phan tach va kiém soat luu lugng glua c4c VLAN/Zone, ap dung nguyén tic
phan quyén tdi thiéu, chi cho phép cac két ndi va dich vu can thiét.

Thiét ké va cdu hinh ving DMZ cho c4c may chi, (g dung va dich vu can Publlsh ra Internet; cdu
hinh NAT, VIP/Port Forwarding, chi mé& cac dia chi IP, cong va dich vu can thiét; phén tach va kiém
soat luu lugng giira Internet, DMZ va mang ndi bg theo chinh sach bdo mét.

Céu hinh bao mat cho cac ing dung va dich vu Web cong b ra Internet, bao gdm kiém soét truy cap,
gi¢i han dich vu/c@ng, IPS, Application Control, SSL/SSH Inspection va c4c chinh sach bao vé phu
hop véi ting hé thong.

Chu hinh VPN két ndi tir xa vavhoic két ndi giira cac chi nhénh, kiém so4t truy cép theo ngudi dung,
nhom ngudi dung va chinh sach bao mét theo yéu cau.

Trién khai ciu hh}h 02 Core Switch chay StackWise, kiém tra co ché du phong va kha nang hoat dong
lién tuc cta hé¢ thong Core.

Chu hinh hé thdng mang Layer 2/Layer 3, bao gdbm VLAN, Inter-VLAN Routing, Static Routing,
OSPF, BGP, VRF, LACP/Multi-Chassis EtherChannel va cac co ché du phong két ndi theo thiét ké.

CAu hinh céc tinh nang bao mat trén Switch, bao gom ACL IPv4/IPv6, 802.1X, MACsec, DHCP
Snooping, Dynamic ARP Inspection va IP Source Guard.

Toi wu hi¢u nang h¢ théng mang, bao gdm Routing, Switching, QoS, phan bd bang théng, tbi wu
dudng truyén va ludng lru luong giira cac viing mang.

Ra soat, chudn hoa va tbi wu hé théng di ddy, bao gdm két ndi gitra Firewall, Core Switch, Access
Switch, Server, NAS Backup, Wi-Fi va cic thiét bi lién quan; bao dam du ndi hop ly, ¢6 dy phong,

9/10




Stt

Hang muc

bVvT

74
So
lwgng

Thaoi gian

thuc hién

(Nha thau
chao)

dé quan ly va thuin tién mé rong.

Ra soat va i uu viée st dung day nhay, DAC, module quang, day quang, Patch Panel va ODF; thyc
hién danh nhan, chuin héa dau ndi va 1ap so dd két ndi hé thong.

CAu hinh, tich hop va kiém tra ket’ néi gitra Firewall, Core Switch, Access Switch, Server, NAS
Backup, hé thong Wi-Fi va cac hé thong hién hiru.

Thyc hién kim tra van hanh thir (UAT), bao gdm kiém tra két ndi, hiéu nang, chinh sach bao mait,
phan tach VLAN/Zone, ving DMZ, cong bb dich vu Internet, hé théng Wi-Fi va cac tinh hubng
chuyén dbi du phong ciia Firewall/Core Switch.

Thuc hién kiém tra F’ailo’ver’vé cac tiNnh huéng su ¢b, bao g6m mét 01 Firewall, mét 01 Corp Switch,
maét dudng uplink, mat két n6i hodc 16i ngudn; danh gid kha nang duy tri hoat ddng ctia hé thong.
Dao tao va chuyén giao cong nghé

Dao tao, huéng din van hanh va chuyén giao cong nghé hé thfmg Firewall, Core Switch, }/LAN/Zone,
DMZ, Wi-Fi, HA, chinh sach bdo mat va quy trinh xir 1y sur ¢d cho nhan su quan trj hé thong.

Huéng dan quan trj vién thuc hién giam sat, kiém tra nhat ky, sao lrwkhéi phuc cAu hinh, quan ly
chinh sach bao mit va xir 1y cac su ¢6 théng thuong.

Ghi cha:

1. Bao gia d6i v6i hang héa séq xuét sau ngay 01/01/2026;
2. Hiéu lgc bao gia: 90 ngay, ké tir ngay bao gia;

3. bDiadiem giao hang:

- Congty Cb phan Dién lyc Diu khi Nhon Trach 2;

- Ap 3, x4 Pai Phuéc, Tp. Pong Nai.
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