
LONG HOA XA HOI CHU NGHIA VIET NAM 
D(ic 14p — Tir do — Hanh phtic 

THU' Men BAO GIA 

Kinh 	Quy Cong Ty Tham Gia Chao Du Toan 

Hien nay, PVPower NT2 dang xay dung du toan cong tac Mua sam, trang bi thiet 
bi an ninh mang, phan mem \fa dich vu eau hinh cac thiet bi an ninh mang bao dam an 
toan thong tin theo cap do cho he th6ng IT cua PVPower NT2 v6i Pham vi cong viec 
chi tit nhu Phu luc 1 dinh kern. 

PVPower NT2 kinh mei Qu3i Cong ty c6 nang luc, kinh nghiem lien quan den 
nha may khao sat, danh gia hien trang he th6ng mang \fa bao gia cung cap hang hoa, 
dich v1,1 trien khai bao dam an toan thong tin theo cap do cho he th6ng IT cua PVPower 
NT2 theo thong tin sau: 

- Hinh thirc bao gia: giri true tiep, giri qua dtramg btru dien hoac bang fax/E-mail; 

Thong tin tier, nhan bao gia: Cong ty CO phan Dien lvc Dau khi Nhon Trach 2 
Ap 3, xa Dai Phtrac, thanh phO DOng Nai; Dien thoai: 0251 2225899; Fax: 
0251 2225897; Email: vanthu@pvnt2.com.vn;  

- 	Thari han tip nha.'n bap gia: truov 15h00 ngay 13/10/2026; 

- Thong tin lien he pheii hop khdo sat: Ong Nguyen Xuan Twang, dien thoai: 	2- C 
rbQ 

• C 
0975 539 064. -k 

Tran trong. 

Tp. Djng Nai, ngay 13 Mang 11 nam 2026 
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PH11 LUC 1: PH4tM VI CONG VItC 

A. Mua sam vat fir 

I. Mua sam phAn cling 
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Thai gian 
giao hang 

chao) 

Cluing tir 
A cung cap 

(CO,CQ) 

Thiet bi ttrirng lira - Firewall 

1 
Firewall 

FortiGate 
FG-201G 

1. Nang hp thiet bi 

- 	Th8ng lirgng Firewall: Tai thieu 26 Gbps 

- 	Th6ng lirgng IPS: Tai thieu 8 Gbps 

- 	Thong Itrgrig Threat Protection: Tai thieu 6 Gbps 

- 	S6 lirgng phien ket nai clang th8i: TM thieu 10,000,000 

- 	S6 lirgng Remote Access ha trg: tich hgp san hoc dd bao 
gom trong ban quyen thiet bi: T6i thieu 15,000 

- 	Cang ket nai - TM thieu: 

+ 	8 cang GE RJ45 

+ 	8 cong 5GE RJ45 

+ 	8 cang lOGE SFP+ 

+ 	4 cang GE SFP 

+ 	1 cang Console 

+ 	1 cang USB 

- 	Khd Wang lieu tar: TM thieu 480GB SSD 

- 	Nguan: Co san hai nguan vai khd Ong chay du' phong 

2. Cac tinh tang hO try: 

- 	Yeu cdu kien frac ph'an cimg: 

138 02 
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Stt Hang hoa Thong so DVT 
A So 

NSX/XuaA t 
lkir (Nha 

thou 
•
u chao) 

Nlu 

TWA gian 
giao hang 
(ha ththan(CO,CQ) 

chao) 

Chung tir 
A cung cap 

+ 	Co kien trgc phan cung vai chip,th lji song song hoac da 
nhan, dam bao hieu nang cao de phgc vu dong thai SD- 
WAN va Firewall 

+ 	Co kien trgc SD-WAN ket hgp Security (Firewall tich hgp 
SD-WAN), ho trq ca che guar' V,  tap trung tir not b.;:i hoac 
dam may. 

- 	Cac tinh nang SD-WAN: 

+ 	H8 trq tinh nang phan lung ket not theo img dung 

+ 	SLA Health Check theo cac thong s6 Latency, Jitter va 
Packet Loss 

+ 	Ho trq Auto Discovery VPN (ADVPN): Tkr dOng thiet lap 
Tunnel ket not (ggi la dueyng tat - shortcuts) giCra cac 
Spoke trong kien trite Hub va Spoke. 

- 	Cac tinh nang bao mat IPS: HO trq IPS signatures. 

- 	Cac tinh nang Anti-Malware/Anti-Virus: LIN virus thong qua 
cac giao thdc va dang file sau: 

+ 	H'6 trq HTTP, FTP, IMAP, POP3, SMTP; 

+ 	Quet dir lieu ma h6a vai SSL Inspection. 

- 	H6 	trq 	AI 	va 	Sandbox 	de 	phat 	hien 	cac 	advance 
Virus/Malware. 

- 	Cac tinh nang Web Filter: Ca the 19c web to dOng voi co.  so.  
du lieu phan 14,  web theo thai gian thuc: URLs dugc danh 
gia vao cac chg de (categories) web khac nhau. 

- 	Cac tinh nang ki'm sok img citing (Application Control): Ho 
trq nhan dien Ong dung theo cac chg de (categories) khac 
nhau. 
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Stt Hang h6a Thong so DVT 
A 

So 
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NSX/Xuat 
xir (Nita 

• thou cha o) 

Thai gian 
giao hang 
Nluvng 	 ha thou(CO,CQ) 

chao) 

Cluing tir 
A cung cap 

- 	Tinh san sang: 

+ 	Active-Active, Active-Passive, Clustering 

+ 	H6 trg chia tai cac Firewall duqc ao h6a gitra cac thie't bi 
trong Cluster/HA. 

Thiet bi chuyen mach trung tam — Core Switch 

2 

Core Switch 

48TX-A 
C9300X- 136 

1. Ciu hinh 'Alan cirng: 

- 	48 c6ng MultiGigabit h6' trg t6c d6 100M/1G/2.5G/5G/10G; 

- 	Modular Uplink vii 8 c6ng h6' trq t6c $216 10G/25G; 

- 	02 b6 ngu6n 715W AC, hoat clOng du phong 1+1; 

- 	2 Multimode + 1 Singlemode transceiver. 

2. Nang luc: 

- 	Nang luc chuy'''n mach: t6i thi&I 1,700 Gbps; 

- 	Nang luc chuyen mach khi stack: t6i thiL 2,700 Gbps; 

Nang luc chuye'n tie"p: t6i thie'u 1,300Mpps; 

Nang luc chuy6n tip khi stack: t6i thi&I 2,200Mpps; 

- 	S6 dia chi MAC: t6i thiL 32,000; 

- 	S6 dung dinh tuy6n IPv4: t6i thiL 39,000; 

- 	S6 ACL: t6i thi6u 8,000; 

- 	S6 FNF: t6i thi6u 128,000 flow; 

- 	DRAM: 16GB; 

- 	Flash: 16GB; 

- 	Jumbo frame: 9198 bytes. 

3. Tinh tang HA & Routing: 

02 
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chao) 

Chting tir 
cap cung cap 

(CO,CQ) 

- 	H8 trg stack t6i thieu 08 switch; 

- 	Bang thong stack 1Tbps; 

- 	ae trg stack nguen tei thieu 04 switch; 

- 	Layer 2 / Layer 3 Switching; 

- 	Full L3 Routing: OSPF, BGP, IS-IS; 

- 	Flexible network segmentation: VXLAN, SGT; 

- 	LACP / Multi-Chassis EtherChannel. 

4. Bao mat & Quin 157: 

- 	Full Flexible NetFlow; 

- 	ACL IPv4/IPv6; 

- 	802.1X; 

- 	256-bit MACsec encryption; 

- 	DHCP Snooping, Dynamic ARP Inspection, IP Source Guard; 

- 	QoS; 

- 	NetFlow, SNMP, Syslog, Streaming Telemetry. 

- 	ThousandEyes - Enterprise Agents 

5. Service va Subscription: 

- 	Dich vu bao hanh va he trg ksi thuat chinh hang, theri han 3 
nom. 

- 	Thue bao DNA Advantage, theyi han 3 nom. 

Thiet bi chuyen mach nhanh — Access Switch 

Access 
Switch 

1. 	Cali hinh phan cuing:
3 

- 	48 ceng Gigabit RJ-45; 
Be 02 
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chao) 

Chting tir 
cap cung cap 

(CO,CQ) 

C9300L- - 	4 tong 1G/10G fixed uplink 
48T-4X-E - 	02 b0 nguon 125W AC, hoat dOng dir ph6ng 1+1; 

2. Nang hrc: 

- 	Nang ltrc chuy6n mach: t6i thiL 170 Gbps; 

- 	Nang lkxc chuyOn mach khi stack: t6i thi6u 250 Gbps; 

- 	Nang lkxc chuyOn tiOp: t6i thiOu 130Mpps; 

- 	Nang lkrc chuyOn tip khi stack: t6i thiOu 190Mpps; 

- 	S6 dia chi MAC: t6i thi6u 16,000; 

- 	S6 dtrOng dinh tuyecn IPv4: t6i thiL 11,000; 

- 	So ACL: t6i thi6u 1,500; 

- 	S6 FNF: t6i thiL 16,000 flow; 

- 	DRAM: 2GB; 

- 	Flash: 4GB; 

- 	Jumbo frame: 9198 bytes 
3. Tinh Hang HA & Routing: 

- 	H8 tro• stack t6i thi6u 08 switch; 

- 	Bang thong stack 80Gbps; 

- 	Layer 2 / Layer 3 Switching; 

- 	L3 Routed access: RIP, EIGRP Stub, OSPF (1000 routes); 

- 	LACP / Multi-Chassis EtherChannel. 
4. Rao mat & Quart IEST: 

- 	Full Flexible NetFlow; 

- 	ACL IPv4/IPv6; 
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- 	802.1X; 

- 	128-bit MACsec encryption; 

- 	DHCP Snooping, Dynamic ARP Inspection, IP Source Guard; 

- 	QoS; 

- 	NetFlow, SNMP, Syslog, Streaming Telemetry. 

5. 	Service va Subscription: 
- 	Dich vu bao hanh va h6 trq ky thuat chinh hang, thoi han 3 

nam. 

- 	Thue bao DNA Essentials, theri han 3 ndm. 

Thiet bi sao lum Backup dir Ii0 

4 

NAS 
Backup 

Synology 
DS1823xs+ 

1. Cau hinh phAn cung: 
- 	Synology DS1823xs+ x 1; 

- 	08 x HDD Enterprise/NAS 16TB; 

- 	RAID 6, du ph6ng 16i d6ng th6i 02 HDD; 

- 	02 x NVMe SSD 800GB, RAID 1 lam SSD Cache; 
_ 	RAM 16GB; 

- 	Ket not mang 10GbE; 

2. Tinh nang Backup & Bao mat: 

- 	Active Backup for Business; 

- 	Backup Windows/Linux Server; 

- 	Backup VMware/Hyper-V; 

- 	Backup File Server, PC/Mac va Synology NAS; 

- 	Incremental Backup / Changed Block Tracking; 

BO 01 
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Stt Hang hoa Thong so DVT 
So 
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Thai gian 
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chao) 

Chting tie 
A 

cung cap 
(CO,CQ) 

- 	Bare-metal Restore; 

- 	File/Folder Restore; 

- 	Instant Restore; 

- 	Deduplication; 

- 	Multi-version Backup & Retention Policy; 

- 	Btrfs Snapshot; 

- 	Ma hoa dir lieu backup; 

- 	Quan VI, giam sat va canh bao tap trung; 

- 	Sao chep backup Offsite/Cloud. 

Phu kien trien khai he thong 

5 

Phu kien 
tro 13,0 (day 

mpg, 
module 

quang, jack 
ngu6n,...) 

Phu kien k'et n6i: Trang bi day du module quang, day nhay quang 
va cap ket n6i Wang thich theo so. (16 trien khai thtrc te; dam bao 
tinh duph6ng cho 02 Firewall va 02 Core switch. 

Goi 1 

II. Mua sim phAn mem 

Stt Hang hoa . 	A Thong so DVT xti' 
So 

lug 

A 
NSX/Xuat 

(Nha 
thdu chew) 

Thai gian 
, 

giao hang 
, 	2 (Nha thau 

chao) 

Chirng tir 
cung cap 
(CO,CQ) 

Ban quyen dich vu bao mat cho Firewall 
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Stt Hang hoa Thong ski DVT 
So 
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thau chao) 
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TWA gian 
giao hang 
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(chao) 

Chfrng tir 
A cung cap 

(CO,CQ) 

1 

3 Year 
FortiCare 
Premium 

and 

Unified 
Threat 

Protection 
(UTP) 

FortiGuard G6i 

FortiCare Premium and FortiGuard Unified Threat 
Protection (UTP): 
- 	Cap nhat va dich vu bao mat nang cao: IPS, Advanced 

Malware Protection, 	Application Control, 	Web Filter, 
Antispam tiled han 3 nam. 

- 	H8 trg ky thuat va quyen cap nhat FortiOS theo goi dich 
vu. 

 
- 	02 goi license cho 02 thiet bj FG-201G, thed han 03 nam. 

- 	Dich vu bao hanh phan cung va h6‘ trg kjr thuat dap rng 
SLA 24x7, th6i han 03 nam. 

2 

B. PhAn dich vu 

Stt Hang muc DVT 
So So 

luvng 
thkrc MO 
Thai gian 

(Nha thju 
chao) 

1 

DICH VI,J TRIEN KHAI CAI TAO VA NANG CAP FIREWALL, CORE SWITCH VA HE 
THONG MANG 

- 	Trion khai khao sat, danh gia hien trang he thong mang va an toan thong tin; thiet ice kin true mang, 
phuang an ket noi, phuang an du phong va phuong an bao mat tong the. 

- 	Trien khai cai dat, cau hinh va dua vao van hanh he th6ng 02 Firewall chay HA, 02 Core Switch chat' 
HA, 02 Access Switch 

- 	Cau hinh 02 Firewall chay HA Active-Passive, bao gem dOng be call hinh, trang thai, phien lam viec 
(Session), cau hinh dung Heartbeat du phong va kiem tra co the to deng chuyen doi khi xay ra su co 
(Failover). 

- 	Cu hinh cac tinh nang bao mat tren Firewall, bao gem: NGFW, IPS/IDS, Antivirus/Anti-malware, 

Goi 1 
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Stt Hang muc DVT  
A So 

prong 

Thai gian 
thwc hien 
(Nha thau 

chao) 

Application Control, Web Filtering, SSL/SSH Inspection, Anti-Botnet, DNS Security, IP Reputation, 
DoS/DDoS Protection, VPN va Threat Intelligence. 

- 	Thi6t ke va cL hinh phan \ding mang VLAN/Zone theo thug mgc dich sir ding, bao g6m: VLAN 
Quan tri (Management), VLAN Ngtrai dung, VLAN Server, VLAN DMZ, VLAN Wi-Fi nti b6, 
VLAN Wi-Fi Khach va cac VLAN nghi6p vg kha.c. 

- 	du hinh VLAN quan tri rieng bit cho Firewall, Core Switch, Access Switch, Wi-Fi va cac thiet bi ha 
tang; kiem soat quyen truy cap quart tri theo IP, User, VLAN va chinh sach bao mat. 

- 	Cu hinh,  chinh sach phan ti.ch va ki6m soat luu luting 4illa cac VLAN/Zone, dp dgng nguyen tic 
phan quyen toi thieu, chi cho phep cac ket not va dich vi can thiet. 

- 	ThiOt k6 va cL hinh yang DMZ cho cac may chil, (mg dung va dich vg can Publish ra Internet; cL 
hinh NAT, VIP/Port Forwarding, chi ma cac dia chi IP, cong va dich vi can thief; phan tach va kiem 
soat luu luting giCra Internet, DMZ va mang not b6 theo chinh sach bao mat. 

- 	Cu hinh bdo mat cho cac (mg dpng va dich vg Web cong 1)6 ra Internet, bao g6m kie'rn soat truy cap, 
giai han dich vg/cong, IPS, Application Control, SSL/SSH Inspection va cac chinh sach bao v6 phit 
hop vai tirng N thong. 

- 	Cu hinh VPN lc& not tir xa va/hoic ke't n6i gitra cac chi nhanh, ki6'm soat truy cap theo nguoi dUng, 
nhOm ngtred dung va chinh sach bao mat theo yeu cau. 

- 	TriC'n khai cL hinh 02 Core Switch chay StackWise, ki6m tra ca ch6 city phong va kha nang hoat d6ng 
lien tic dm 116 th6ng Core. 

- 	Cu hinh h6 thOng mang Layer 2/Layer 3, bao g6m VLAN, Inter-VLAN Routing, Static Routing, 
OSPF, BGP, VRF, LACP/Multi-Chassis EtherChannel NIA cac ca the dg phong ket not theo thiet ke. 

- 	Cu hinh cac tinh nang bao mat tren Switch, bao g6m ACL IPv4/IPv6, 802.1X, MACsec, DHCP 
Snooping, Dynamic ARP Inspection va IP Source Guard. 

- 	TOi tru hi6u nang h6 thOng mang, bao g6m Routing, Switching, QoS, phan b6 bang thong, tOi tru 
dtr6ng truyen va luting luu luting gifra cac vimg mang. 

- 	RA soat, chuan h6a va tOi uu h6 thong di day, 	g6m k6t not giva Firewall, Core Switch, Access ,bao 
Switch, Server, NAS Backup, Wi-Fi va cac thiet bi lien quan; bao dam dau not hop ly, c6 du phong, 
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Hang muc DVT  
A So 

luvng 

Thai gian 
thav hien 
(Nha thou 

chao) 

- 

- 

- 

- 

+ 

- 

- 

(16 quail Vi va thuan tien ma rOng. 

Ra soat va tai tru viec sir dung day nhay, DAC, module quang, day quang, Patch Panel va ODF; thtrc 
hien danh nhan, chuan h6a dau noi va lap so do ket nai he thong. 

Cu hinh, tich hop va kiem tra k&t n6i gicra Firewall, Core Switch, Access Switch, Server, NAS 
Backup, he th6ng Wi-Fi va cac he thong hien him. 

Thtrc hien kiem tra van hanh thir (UAT), bao g6m kiem tra ket nai, hieu nang, chinh sach bao mat, 
phan ,tach VLAN/Zone, vimg DMZ, cong 1)6 dich vu Internet, he thong Wi-Fi va cac tinh huong 
chuyen doi du phong dm Firewall/Core Switch. 

Thtrc hien kiem tra Failover,va the tinh hung sty ea, bao g6m mat 01 Firewall, mat 01 Core Switch, 
mat &rang uplink, mat ket n6i hoac 16i ngu6n; danh gia kha Wang duy tri hoat dOng ciia he th6ng. 

DAo tao vA chuyen giao ding ngh'e 

DA° tao, htrong dan van hanh va chuyen giao cong nghe he th6ng Firewall, Core Switch, VLAN/Zone, 
DMZ, Wi-Fi, HA, chinh sach bao mat va quy trinh )(Cr 15,  sir c6 cho nhan sly quail tri N thong. 

Huang clan quan tri vien tittle hien giam sat, kiem tra nhat ksi, sao ltru/khoi phtic cau hinh, guar' lji 
chinh sach bao mat va xir V/ cac sty co th8ng thuang. 

Ghi chti: 

1. Bao gia d6i vai hang He san xuat sau ngay 01/01/2026; 
2. Hieu ltic bao gia: 90 ngay, ke tir ngay bao gia; 
3. Dia diem giao hang: 

Cong ty Co phan Dien ltrc Dalt khi Nhon Trach 2; 

Ap 3, xa Dai Phtrac, Tp. D6ng Nai. 
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